
Spectra RioBroker Partial File 
Restore Plugin
Installation and User Guide
SpectraLogic.com



Copyright Copyright © 2019 Spectra Logic Corporation. All rights reserved. This item and the 
information contained herein are the property of Spectra Logic Corporation. 

Notices Except as expressly stated herein, Spectra Logic Corporation makes its products and 
associated documentation on an “AS IS” BASIS, WITHOUT WARRANTY OF ANY 
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO 
THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE, BOTH OF WHICH ARE EXPRESSLY DISCLAIMED. In no 
event shall Spectra Logic be liable for any loss of profits, loss of business, loss of use or 
data, interruption of business, or for indirect, special, incidental or consequential 
damages of any kind, even if Spectra Logic has been advised of the possibility of such 
damages arising from any defect or error.
Information furnished in this manual is believed to be accurate and reliable. However, no 
responsibility is assumed by Spectra Logic for its use. Due to continuing research and 
development, Spectra Logic may revise this publication from time to time without notice, 
and reserves the right to change any product specification at any time without notice.

Trademarks ArcticBlue, BlackPearl, BlueScale, BlueVision, CC, Spectra, SpectraGuard, Spectra Logic, 
TeraPack, TFinity, TranScale, and Verde are registered trademarks of Spectra Logic 
Corporation. SeeVault, Eon Protect, and MigrationPass are trademarks of Spectra Logic 
Corporation. All rights reserved worldwide. All other trademarks and registered 
trademarks are the property of their respective owners.

Part Number 90990146 Revision A

Revision 
History

Note: To make sure you have the most current version of this guide check the 
Spectra Logic Technical Support portal at 
https://support.spectralogic.com/support-by-product/blackpearl/. 

To make sure you have the most current version of the BlackPearl Release 
Notes, check the Spectra Logic Technical Support portal at 
support.spectralogic.com/documentation/release-notes/. 

You must sign into the portal before viewing Release Notes. 

Revision Date Description

A July 2019 Initial release.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
2

https://support.spectralogic.com/support-by-product/blackpearl/
https://support.spectralogic.com/documentation/release-notes/


End User 
License

Agreement

1. READ CAREFULLY
YOU SHOULD READ THE FOLLOWING TERMS AND CONDITIONS BEFORE 
ACCEPTING THIS END-USER LICENSE AGREEMENT ("EULA"). THIS EULA 
IS A LEGAL AGREEMENT BETWEEN YOUR ORGANIZATION, THE END 
USER, AND SPECTRA LOGIC CORPORATION ("SPECTRA") FOR THE 
SPECTRA SOFTWARE PRODUCT WHICH INCLUDES COMPUTER 
SOFTWARE AND MAY INCLUDE ASSOCIATED MEDIA, PRINTED MEDIA, 
AND "ONLINE" OR ELECTRONIC DOCUMENTATION (COLLECTIVELY, 
"SOFTWARE PRODUCT"). BY INSTALLING, COPYING, OR OTHERWISE 
USING THE SOFTWARE PRODUCT, YOU AGREE TO BE BOUND BY THE 
TERMS OF THIS EULA. IF YOU DO NOT AGREE TO THE TERMS OF THIS 
EULA, YOU MAY NOT INSTALL, COPY, DOWNLOAD OR USE THE 
SOFTWARE PRODUCT. YOU AGREE THAT YOUR USE OF THE SOFTWARE 
ACKNOWLEDGES THAT YOU HAVE READ THIS AGREEMENT, 
UNDERSTAND IT, AND AGREE TO BE BOUND BY ITS TERMS AND 
CONDITIONS.
2. OWNERSHIP
It is understood and agreed that Spectra Logic Corporation, a Delaware 
corporation with offices at 6285 Lookout Road, Boulder, CO 80301 ("Licensor") is 
the owner of all right, title and interest to the Software Product, regardless of the 
media or form of the original download, whether by the World Wide Web, disk or 
otherwise. You, as licensee ("Licensee") through your downloading, installing, 
copying or use of this product do not acquire any ownership rights to the 
Software Product.
3. GENERAL
The Software Product is licensed, not sold, to you by Spectra for use only under 
the terms of this EULA. The Software Product is protected by copyright laws and 
international copyright treaties, as well as other intellectual property laws and 
treaties. The rights granted herein are limited to Spectra's and its licensors' 
intellectual property rights in the Software Product and do not include any other 
patents or intellectual property rights. The terms of this EULA will govern any 
software upgrades provided by Spectra that replace and/or supplement the 
original Software Product, unless such upgrade is accompanied by a separate 
license in which case the terms of that license will govern.
4. SOFTWARE PRODUCT
The Software Product, as used in this EULA, means, collectively and/or as 
applicable:
 The Software Product package;
 Any and all contents, components, attachments, software, media, and 

code with which this Agreement is provided and delivered;
 Any and all images, photographs, art, art work, clip art, fonts or other 

artistic works (the "Art Work");
 Related explanatory written materials and instructions, and any other 

possible documentation related thereto ("Documentation"); and
 Upgrades, modified versions, updates, additions and copies of the 

Software Product (the "Upgrades"), if any, licensed to by Spectra under 
this EULA.
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5. GRANT OF LICENSE AND RESTRICTIONS
A. Spectra grants you a non-exclusive, non-transferable End-User license 

right to install the Software Product solely for the purpose for which it was 
created.

B. Unless provided otherwise in the Documentation or by prior express 
written consent of Spectra, you shall not display, modify, reproduce and 
distribute any Art Work, or portion(s) thereof, included with or relating to 
the Software Product, if any. Any such authorized display, modification, 
reproduction and distribution shall be in full accord with this EULA. 
Under no circumstances will your use, display, modification, reproduction 
and distribution of the Art Work give you any Intellectual Property or 
Proprietary Rights of the Art Work. All rights, title, and interest belong 
solely to Spectra.

C. Except for the initial loading of the Software Product, you shall not, 
without Spectra's express written consent:
 Copy or reproduce the Software Product; or
 Modify, adapt, or create derivative works based on the Software 

Product or any accompanying materials.
6. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS

A. Spectra will provide you with support services related to the Software 
Product ("Support"). Such Support will be provided in accordance with 
the Spectra Master Support Agreement, available for download and 
viewing on the Spectra Corporate Web site. Use of Support is governed by 
this EULA and Spectra's Master Support Agreement. 

B. Any supplemental software, code, content, or media provided to you in 
the course of Support shall be considered part of the Software Product and 
subject to the terms and conditions of this EULA.

C. Spectra retains all right, title, and interest in and to the Software Product, 
and any rights not granted to you herein are reserved by Spectra. You 
hereby expressly agree not to extract information, reverse engineer, 
disassemble, decompile, or translate the Software Product, or otherwise 
attempt to derive the source code of the Software, except to the extent 
allowed under any applicable law. In the event that such activities are 
permitted by applicable law, any information you, or your authorized 
agent, discover shall be promptly disclosed to Spectra and shall be 
deemed the confidential information of Spectra.

D. You shall not modify, sublicense, assign, or transfer the Software Product 
or any rights under this EULA, except as expressly provided in this EULA. 
Any attempt to sublicense, assign, or transfer any of the rights, duties, or 
obligations will be void.

E. You may permanently transfer all of your rights under this EULA, 
provided you retain no copies. The other party must agree to accept the 
terms and conditions of the EULA.

7. ALL RESERVED
All rights not expressly granted herein are reserved by Spectra.
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8. TERM
A. This License is effective until terminated. Licensee may terminate it at any 

time by destroying the Software Product with all copies, full or partial, 
and removing all of its component parts.

B. Your rights under this EULA will terminate automatically without notice 
from Spectra if you fail to comply with any term(s) or condition(s) of this 
EULA. In such event, no notice shall be required by Spectra to effect such 
termination.

C. Upon termination of this EULA, you shall cease all use of the Software 
Product and destroy all copies, full or partial, together with all backup 
copies, modifications, printed or written materials, and merged portions 
in any form and remove all component parts of the Software Product.

9. INTELLECTUAL PROPERTY RIGHTS
A. Spectra shall retain all right, title, and interest in the Software Product and 

to any modifications or improvements made thereto, and any upgrades, 
updates or Documentation provided to End User. End User will not obtain 
any rights in the Software Product, its updates, upgrades, and 
Documentation, as a result of its responsibilities hereunder.

B. B. End User acknowledges Spectra's exclusive rights in the Software 
Product and that the Software Product is unique and original to Spectra 
and that Spectra is owner thereof. Unless otherwise permitted by law, End 
User shall not, at any time during or after the effective Term of the 
Agreement, dispute or contest, directly or indirectly, Spectra's exclusive 
right and title to the Software Product or the validity thereof.

10. U.S. GOVERNMENT END USERS
The Software Product and related documentation are "Commercial Items," as that 
term is defined at 48 C.F.R. §2.101, consisting of "Commercial Computer 
Software" and "Commercial Computer Software Documentation," as such terms 
are used in 48 C.F.R. §12.212 or 48 C.F.R. §§227.7202-1 through 227.7202-4, as 
applicable. The Commercial Computer Software and Commercial Computer 
Software Documentation are being licensed to U.S. Government end users (a) 
only as Commercial Items and (b) with only those rights as are granted to all other 
End Users pursuant to the terms and conditions herein. Unpublished rights 
reserved under the copyright laws of the United States.
11. EXPORT LAW ASSURANCES
You may not use or otherwise export or re-export the Software Product except as 
authorized by United States law and the laws of the jurisdiction in which the 
Software Product was obtained. In particular, but without limitation, the Software 
Product may not be exported or re-exported (a) into (or to a nation or resident of) 
any U.S. embargoed countries or (b) to anyone on the U.S. Treasury Department's 
list of Specially Designated Nationals or the U.S. Department of Commerce 
Denied Persons List or Entity List. By installing or using any component of the 
Software Product, you represent and warrant that you are not located in, under 
control of, or a national or resident of any such country or on any such list.
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12. DISCLAIMER OF WARRANTIES
YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT USE OF THE 
SOFTWARE PRODUCT IS AT YOUR SOLE RISK AND THAT THE ENTIRE RISK 
AS TO SATISFACTORY QUALITY, PERFORMANCE, ACCURACY AND 
EFFORT IS WITH YOU. TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, AND EXCEPT AS MAY BE STATED IN THE SPECTRA 
MASTER SERVICE AGREEMENT, THE SOFTWARE PRODUCT IS PROVIDED 
"AS IS," WITH ALL FAULTS AND WITHOUT WARRANTY OF ANY KIND, 
AND SPECTRA AND SPECTRA'S AFFILIATES (COLLECTIVELY REFERRED 
TO AS "SPECTRA" FOR THE PURPOSES OF SECTIONS 12 AND 13) HEREBY 
DISCLAIM ALL WARRANTIES AND CONDITIONS WITH RESPECT TO THE 
SOFTWARE PRODUCT, EITHER EXPRESS, IMPLIED OR STATUTORY, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES AND/OR 
CONDITIONS OF MERCHANTABILITY, OF SATISFACTORY QUALITY, OF 
FITNESS FOR A PARTICULAR PURPOSE, OF ACCURACY, OF QUIET 
ENJOYMENT, AND NON-INFRINGEMENT OF THIRD-PARTY RIGHTS. 
SPECTRA DOES NOT WARRANT AGAINST INTERFERENCE WITH YOUR 
ENJOYMENT OF THE SOFTWARE PRODUCT THAT THE FUNCTIONS 
CONTAINED IN THE SOFTWARE PRODUCT WILL MEET YOUR 
REQUIREMENTS, THAT THE OPERATION OF THE SOFTWARE PRODUCT 
WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE 
SOFTWARE PRODUCT WILL BE CORRECTED. NO ORAL OR WRITTEN 
INFORMATION OR ADVICE GIVEN BY SPECTRA OR A SPECTRA 
AUTHORIZED REPRESENTATIVE SHALL CREATE A WARRANTY. SOME 
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED 
WARRANTIES OR LIMITATION ON APPLICABLE STATUTORY RIGHTS OF A 
CONSUMER, SO THE ABOVE EXCLUSION AND LIMITATIONS MAY NOT 
APPLY TO YOU.
13. LIMITATION OF LIABILITY
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO 
EVENT SHALL SPECTRA, ITS AFFILIATES OR LICENSEES, BE LIABLE FOR 
ANY SPECIAL, INCIDENTAL, INDIRECT, OR CONSEQUENTIAL DAMAGES 
WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS 
OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS 
INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT OF THE 
USE OF OR INABILITY TO USE THE SOFTWARE PRODUCT OR THE 
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF 
SPECTRA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
IN ANY CASE, SPECTRA'S ENTIRE LIABILITY UNDER ANY PROVISION OF 
THIS EULA SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY YOU 
FOR THE SOFTWARE PRODUCT; PROVIDED HOWEVER, IF YOU HAVE 
ENTERED INTO A MASTER SUPPORT AGREEMENT, SPECTRA'S ENTIRE 
LIABILITY REGARDING SUPPORT SERVICES SHALL BE GOVERNED BY THE 
TERMS OF THAT AGREEMENT. BECAUSE SOME STATES AND 
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF 
LIABILITY, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.
14. CONTROLLING LAW AND SEVERABILITY
This EULA will be governed by and construed in accordance with the laws of the 
State of Colorado, as applied to agreements entered into and to be performed 
entirely within Colorado between Colorado residents. This EULA shall not be 
governed by the United Nations Convention on Contracts for the International 
Sale of Goods, the application of which is expressly excluded. If for any reason a 
court of competent jurisdiction finds any provision, or portion thereof, to be 
unenforceable, the remainder of this EULA shall continue in full force and effect.
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Contacting Spectra Logic

To Obtain General Information

Spectra Logic Website: www.spectralogic.com 

United States Headquarters European Office

Spectra Logic Corporation 
6285 Lookout Road 
Boulder, CO 80301 
USA
Phone: 1.800.833.1132 or 1.303.449.6400 
International: 1.303.449.6400 
Fax: 1.303.939.8844

Spectra Logic Europe Ltd. 
329 Doncastle Road 
Bracknell 
Berks, RG12 8PE 
United Kingdom
Phone: 44 (0) 870.112.2150
Fax: 44 (0) 870.112.2175

Spectra Logic Technical Support

Technical Support Portal: support.spectralogic.com

United States and Canada
Phone:
 Toll free US and Canada: 1.800.227.4637
 International: 1.303.449.0160

Europe, Middle East, Africa
 Phone: 44 (0) 870.112.2185
Deutsch Sprechende Kunden
 Phone: 49 (0) 6028.9796.507
 Email: spectralogic@stortrec.de

Mexico, Central and South America, Asia, Australia, and New Zealand
Phone:  1.303.449.0160

Spectra Logic Sales

Website: www.spectralogic.com/shop

United States and Canada
Phone: 1.800.833.1132 or 1.303.449.6400
Fax: 1.303.939.8844 
Email: sales@spectralogic.com

Europe
Phone: 44 (0) 870.112.2150
Fax: 44 (0) 870.112.2175
Email: eurosales@spectralogic.com

To Obtain Documentation

Spectra Logic Website: support.spectralogic.com/documentation 
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CHAPTER 1
Spectra RioBroker Partial File Restore 

Plugin Overview

This section provides a general overview for the Spectra® RioBroker Partial 
File Restore plugin.
If your MAM client does not use the Spectra RioBroker application, see the 
BlackPearl Partial File Restore (PFR) User Guide.

The Spectra RioBroker application is designed as a simple interface layer 
allowing a RESTful archive and retrieve API that intelligently manages 
jobs to a Spectra BlackPearl® Converged Storage System. This 
intermediary layer abstracts those archive systems and allows for data 
migration between different systems simultaneously. The Spectra 
RioBroker application’s simplified API reduces the amount of effort 
required to integrate across a broad range of applications needed by 
customers. 
The Partial File Restore (PFR) plugin adds ‘Media Awareness’ to the 
restoration of content from the BlackPearl Converged Storage System 
using the Spectra RioBroker application. The BlackPearl system natively 
allows partial file restore using ‘byte offsets’. When PFR is enabled, 
archives flagged with the optional "indexMedia" parameter set to "true" are 
indexed before being sent to the BlackPearl system. On restore, if a time 
range is specified, the index is requested from the PFR server by the 
Spectra RioBroker application, which then converts the request to a time-
based file chunk. That chunk is then stored in the temporary storage 
location specified in the Spectra RioBroker application Marquis Device 
configuration, the PFR software rewraps it, and it is then transferred to the 
proper primary storage location.

Topic
System Components and Workflow page 5

Version Compatibility page 8
Spectra Logic Requirements page 8

Related Information page 8
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System Components and Workflow
SYSTEM COMPONENTS AND WORKFLOW

The Spectra RioBroker PFR solution consists of the following components:
 A fully installed and configured BlackPearl system with BlackPearl 

software versions 4.1.x or 5.x
 A fully installed and configured Spectra RioBroker application
 The Spectra RioBroker application is only available for 64-bit 

Microsoft® Windows® operating systems. It is compatible with:
 Windows 7
 Windows 10 Pro
 Windows Server 2008 R2
 Windows Server 2012
 Windows Server 2016 - recommended

 The host server must meet the following requirements:
 32 GB RAM
 500 GB hard drive space
 10 Gb/s network connection to the BlackPearl and production 

storage
 The PFR plugin (running on a Windows Server)
 In most cases, the PFR software can be run on the same server as the 

primary Spectra RioBroker installation. The actual indexing load on 
the server is light, and for small to mid-range installations, the  
restore/rewrap process is more disk intensive than processor 
intensive.

 For larger installations, defined as using a BlackPearl P-Series or 
multiple BlackPearl S-Series devices, a separate server is 
recommended. For any installations that use multiple PFR servers 
for enhanced indexing or restore speed, external servers are 
required.

 PFR requires Microsoft .NET Framework 3.5.
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System Components and Workflow
The diagram below shows a basic Spectra RioBroker PFR setup. 

The MAM sends a command to the Spectra RioBroker application to 
archive a video file, which will move the file from NAS to a BlackPearl 
system. If the parameter "indexMedia" is set to "true" in the archive 
command, then the Spectra RioBroker application uses the PFR plugin to 
index the file before archiving. The PFR plugin reads the video file and 
creates an index file it later uses for partial restores. The index files are 
stored in a location specified when installing the PFR plugin.
The MAM can later send a command to the Spectra RioBroker application 
to restore a partial file. In the restore command, the MAM specifies the 
desired time range of the file. The Spectra RioBroker application uses the 
PFR plugin and the associated index file to convert the time range to a byte 
range. The Spectra RioBroker application then issues a command to the 
BlackPearl system to restore the byte range. Next, the Spectra RioBroker 
application uses the PFR plugin to "wrap" the partial file so it can be used 
as if it were a complete file. Finally, the Spectra RioBroker application 
restores the wrapped partial file to the restore location. 

Figure 1 Spectra RioBroker Partial File Restore plugin 
example.
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System Components and Workflow
Codecs
Following is a list of MXF (Material eXchange Format) and QuickTime® 
file and media formats that have been tested with Partial File Restore:

Codec NTSC PAL 720p 1080i 1080p QFDH/4K /
UHD

DV25   n/a n/a n/a n/a

DVCPro   n/a n/a n/a n/a

DVCPro50   n/a n/a n/a n/a

DVCProHD n/a n/a    n/a

IMX 30   n/a n/a n/a n/a

IMX 40   n/a n/a n/a n/a

IMX 50   n/a n/a n/a n/a

MPEG2 I-Frame  1  1  1  1  1 n/a

MPEG2 LGOP  1  1  1  1  1 n/a

XDCAM HD25 n/a n/a    n/a

XDCAM HD35 n/a n/a    n/a

XDCAM EX35 n/a n/a    n/a

XDCAM HD50 n/a n/a    n/a

AVC Intra 50 n/a n/a    n/a

AVC Intra 100 n/a n/a    n/a

AVC LGOP 12/25/50 n/a n/a 
MXF only


MXF only


MXF only

n/a

XAVC LGOP 4:2:0 
(8 Bit) 

n/a n/a n/a n/a n/a  2, 3
MXF only

XAVC LGOP 4:2:2  
(10 Bit) 

n/a n/a n/a n/a n/a  2, 3
MXF only

XAVC 300/480 n/a n/a n/a n/a n/a  2, 3
MXF only

DNxHD n/a n/a 
MXF only


MXF only


MXF only

n/a

DNxHR n/a n/a n/a n/a n/a  3
MXF only

ProRes 422 n/a n/a 
QT only


QT only


QT only

Future
QT only

H264       2, 3

1. Generic MPEG (LGOP & iFrame) can vary greatly depending on the creating system. Not all variants will be supported.
2. XAVC & h.264 include a considerable number of variants and not all will be tested.
3. 4k is often used to describe a wide selection of formats. Marquis tests against a selection of standards but cannot guarantee support 

of all variants. For example, XAVC LGOP is only currently supported for QFHD.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
7



Related Information Version Compatibility
Frame Rates:    Common supported frame rates are 23.976, 25, 29.97, 50 & 
59.94 frames per second. Codecs are supported across a number of frame 
rates although not all frame rates are available in all codecs/standards.

Wrappers:    PFR Supports media wrapped as either MXF Op1a or 
Quicktime (Self Contained).

Version Compatibility

The following software versions were tested together.

Spectra Logic makes every effort to retain compatibility between current 
and future versions of Spectra products and PFR. Spectra Logic tests new 
releases to verify compatibility. To determine the latest compatibility 
information, contact Spectra Logic Technical support as described in 
Contacting Spectra Logic on page 7.

Spectra Logic Requirements

Before installing PFR and the Spectra RioBroker application, a BlackPearl 
Converged Storage system must be configured and available for network 
communications. See "Initial Configuration" in the BlackPearl User Guide.

RELATED INFORMATION

For more detailed information about the components of the solution, see 
the following resources:
 For additional information about the Spectra BlackPearl Converged 

Storage system, see the Spectra BlackPearl User Guide.
 For additional information about the Spectra RioBroker application, see 

the Spectra RioBroker Application User Guide.
 For additional information about Spectra Logic Tape Libraries, see the 

User Guides section of the Spectra Logic support portal at: 
https://support.spectralogic.com/documentation/user-guides/.

 For additional information about your MAM BlackPearl plugin, see the 
User Guides on the BlackPearl product page of the Spectra Logic 
Support portal at: https://support.spectralogic.com/support-by-
product/blackpearl/

Partial File Restore 
Version

BlackPearl Software 
Version

Spectra RioBroker 
Version

4.0.0.303 4.1.x or 5.x or greater 1.0.2 or greater
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CHAPTER 2
Install and Configure the 

Partial File Restore Plugin

This chapter describes the requirements for the Partial File Restore plugin 
as well as the installation and configuration instructions.

INSTALLATION

The basic installation assumes that the Spectra RioBroker application and 
PFR share the same server. If the installation requires PFR and the Spectra 
RioBroker application to be installed on separate servers, see Installing on 
Multiple Servers on page 21 for additional steps.

PFR Installation

1. Contact your Spectra Logic Professional Services representative for the 
PFR installer. 

2. Log into the PFR server as a local Windows Administrator. 

Topic
Installation page 9

PFR Installation page 9
Spectra RioBroker Setup for PFR page 14
Installing on Multiple Servers page 21

Testing the Installation page 22
Test Setup page 22
Test with a Small Text File page 24
Test with PFR page 27
Performance Test page 30

Important Before installing the software, it is a best practice to create a restore point in your 
operating system.
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Installation PFR Installation
3. Create the Endpoint Location directory and Temporary Storage 
location directory for PFR to use.
a. The Endpoint Location is used for the INDEX_PATH. Navigate to 

the desired location and create a new folder. You can use any name 
for the folder. In the [Endpoint Location] folder, create another folder 
named "BP-PFR". 

b. In Windows File Explorer, right click on this folder, and select 
Properties. Select the Sharing tab and click Share. 

c. The Temporary Storage location is used to hold temp files from PFR. 
Navigate to the desired location and create a new folder. Consider 
available file storage and connection speed when determining 
where to put the Temporary Storage directory. You can use any 
name for the folder. This location will be used when connecting the 
PFR service to the Spectra RioBroker application. 

d. In Windows File Explorer, right click on this folder, and select 
Properties. Select the Sharing tab and click Share.

4. In Windows Explorer, navigate to the folder location where the installer 
packages are located, go to File > Open Command Prompt > Open a 
Command Prompt as Administrator.
The ServerInstaller and IndexerInstaller must be run silently from a 
command prompt.
a. To run the Service Installer, enter the following:

msiexec /i PFRServerinstaller.msi 
SERVICEUSERNAME=domain\user SERVICEPASSWORD=****** 
INDEX_PATH=\\localhost\[Endpoint Location]\BP-PFR /q

b. To run the Index Installer, enter the following:
msiexec /i PFRIndexerInstaller.msi 
SERVICEUSERNAME=domain\user SERVICEPASSWORD=****** 
INDEX_PATH=\\localhost\[Endpoint Location]\BP-PFR /q

Where:
 SERVICEUSERNAME is the system user account that will be 

used by the service, this account must be a local administrator 
account. If the server is connected to active directory, utilize the 
active directory domain. If the server is not connected to active 
directory, the domain will be the computer name. To find the 
computer name, open a command prompt and type the 
command hostname.

 SERVICEPASSWORD is the password for the 
SERVICEUSERNAME. The password will be shown in 
plaintext, but is encrypted through the installation process. 

 INDEX_PATH is the UNC path for the folder that will contain 
the index files. For example, if the UNC file path is 
"C:\Media\BP-PFR" it will be installed as 
"INDEX_PATH=\\localhost\media\BP-PFR".
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation PFR Installation
5. After the installation completes, A PFR Log Viewer shortcut, a PFR 
Configuration shortcut, and a shortcut to a file named 'ServerName 
PFR Product Token' display on the desktop of the server. Submit the 
token to Spectra Logic via the Support Portal (https://
support.spectralogic.com) by creating a new Support Incident. 

6. Once received, install the permanent license. 
a. Right click the PFR Configuration application shortcut on the 

desktop and select Run as Administrator. The Welcome screen 
displays.

b. Do not change the logging level. Debug provides the maximum 
logging. Click Next. The Import License File screen displays.

Figure 2 The Welcome screen.

Figure 3 The Import License File screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation PFR Installation
c. Click Import License, the License screen displays.

d. Browse to the location of the license file and click Next. The System 
Configuration screen displays.

e. By default the details of the current local machine automatically 
display as both a Transfer Engine and a PFR Control Server, and do 
not need to be adjusted. If desired, click Add to enter additional 
Transfer Engines to allow greater redundancy and throughput, or to 
enter additional PFR Control Servers for redundancy.

Figure 4 The License screen.

Figure 5 The System Configuration screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation PFR Installation
f. Depending on the license installed, edit the Maximum number of 
simultaneous transfers. Click Next to continue. The Summary screen 
displays.

g. Click Next. The PFR Configuration application saves the 
configuration changes and starts the PFR services.

7. Open the Services screen and for each of the following services, confirm 
that the service is configured to Log On As ‘Administrator’ and that the 
service is running.
 BlackPearl PFR Index Service
 Marquis Log Service
 Medway Engine Server
 MedwaySync

Figure 6 The PFR Summary screen.

Figure 7 The Services screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Spectra RioBroker Setup for PFR
 If ‘Log On As’ is not ‘Administrator’, do the following:
a. Right click the service and select Properties. The Service 

Properties screen displays. Select the Log On tab.

b. Select This account and enter \Administrator. 
c. Enter and confirm the password and click OK.

 If the service is not running, select the service and click Start the 
service in the upper left corner of the Services screen.

Repeat this step for each additional service listed.

Spectra RioBroker Setup for PFR

1. If necessary, use the following instructions to download and install the 
Spectra RioBroker software.
a. Open your web browser and navigate to:  

https://developer.spectralogic.com/rio
b. Download the latest version of the RioBroker software installer file.
c. Start the installation by double clicking  

SpectraRioBrokerSetup-x.x.x.msi, where x.x.x indicates the 
version of the software.

d. Follow the on-screen instructions to install the application.
Note: If prompted by the installer, reboot your Windows 

system.

Figure 8 The Service Properties screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
14

https://developer.spectralogic.com/rio


Installation Spectra RioBroker Setup for PFR
2. Open the Services screen and confirm that the Spectra RioBroker 
service is configured to Log On As ‘Administrator’ and that the service 
is running.
 If ‘Log On As’ is not ‘Administrator’, do the following:

a. Right click the service and select Properties. The Service 
Properties screen displays. Select the Log On tab.

b. Select This account and enter \Administrator. 
c. Enter and confirm the password and click OK.

 If the service is not running, select the service and click Start the 
service in the upper left corner of the Services screen.

3. Using a web browser, navigate to https://localhost:5050/app/login.
Notes:    The application requires a secure connection.

 If necessary, resolve the security warning for the application.
 The RioBroker user interface has a 60 minute session time out 

setting. 

Figure 9 The Service Properties screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Spectra RioBroker Setup for PFR
4. If this is the first time launching the application, the Cluster Welcome 
screen displays. Otherwise, the login page displays (see Step 6 on 
page 17). 

5. Create a new cluster.
A Cluster is a logical designation for a set of RioBroker installations that 
reference each other in order to form a set of servers that scale for 
increased data movement using shared databases. The main node 
assigns jobs to secondary nodes in the cluster. Secondary nodes fail 
over to each other in the event of a failure.
a. Click New. The Create Cluster dialog box displays.

b. Enter the desired cluster Name.
c. Click Submit. The Spectra RioBroker login screen displays.

Figure 10 The Cluster Welcome screen.

Figure 11 The Create Cluster dialog box.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
16



Installation Spectra RioBroker Setup for PFR
6. On the login screen, enter the Username and Password.
Note: The default username and password are both “spectra”.

7. Click Login. The Dashboard screen displays showing an overview of the 
Spectra RioBroker application.

Create Devices
Once you are logged in to the application, use the instructions below to 
create a device as a data repository target. Both the BlackPearl system and 
the PFR plugin must be configured as Spectra RioBroker devices.

Figure 12 The Login screen.

Figure 13 The Dashboard screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Spectra RioBroker Setup for PFR
On the toolbar in the upper-right of the application window, click Settings 
(gear icon) > Devices. The Devices screen displays.

Create a Spectra Device

1. If necessary, click Spectra Devices to highlight the Spectra tab.
2. Click New. The Add Spectra Device dialog box displays.

3. Enter the desired Name for the Spectra device. Spectra Logic 
recommends using the name assigned to the BlackPearl system.

4. Enter the Management Interface IP address of the desired BlackPearl 
target. Do not include http or https.
Note: If you are using an IPv6 address to communicate with the 

BlackPearl system, you must use square brackets ([ ]) at the start 
and end of the IPv6 address.

Figure 14 The Devices screen.

Figure 15 The Add Spectra Device dialog box.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Spectra RioBroker Setup for PFR
5. If you are connecting to a BlackPearl simulator for testing or 
development purposes, enter the Data Path IP address of the desired 
BlackPearl target specifying http or https. Otherwise leave this field 
blank and RioBroker retrieves this IP address automatically.
Note: If you are using an IPv6 address to communicate with the 

BlackPearl system, you must use square brackets ([ ]) at the start 
and end of the IPv6 address.

6. Enter the Username and Password of a user configured on the 
BlackPearl target.
Note: Only users with Administrator or Monitor permissions are 

allowed. Users with only Login privileges are not supported by 
the RioBroker application.

7. Click Submit. The Devices screen displays showing the newly created 
Spectra device.

Create a Marquis Device

1. Click Marquis Devices to highlight the Marquis tab.
2. Click New. The Add Marquis Device dialog box displays.

3. Enter the desired Name for the Marquis device. 
Note: The Name cannot include spaces.

4. Enter the Endpoint IP address of the desired Marquis target in the 
format: http(s)://<IP address>:60792. 
Note: 60792 is the port used by PFR.

5. Enter the UNC path (for example, file:///C:/TEMP_PFR) for the 
Temporary Storage location of the desired Marquis target. This is the 
directory created in Step c on page 10.

6. Click Submit. The Devices screen displays showing the newly created 
Marquis device.

Figure 16 The Add Marquis Device dialog box.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Spectra RioBroker Setup for PFR
Create a Broker
Once you create a device in RioBroker, use the instructions below to create 
a data broker.
A broker is a logical construct that defines a specific archive environment 
which must include exactly one default archive agent bucket on a 
BlackPearl system. Each broker can also contain one or more other read-
only agents from which objects can be retrieved. Any number of brokers 
can be defined within the RioBroker application to allow multi-bucket 
support for archives.
On the toolbar in the upper-right of the application window, click Settings 
(gear icon) > Brokers. The Brokers screen displays.

1. Click New. The Add Broker dialog box displays.

2. Enter the desired Broker Name and Agent Name.
Notes:    The Broker and Agent name can be anything but it is a best 

practice for both to use the same name as the associated 
BlackPearl bucket name. 

 The Spectra RioBroker application will change any name 
entered to all lower case characters.

3. Enter the BlackPearl Name of the BlackPearl system configured in Step 3 
on page 18.

Figure 17 The Brokers screen.

Figure 18 The Add Broker dialog box.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Installation Installing on Multiple Servers
4. Enter the Username of a user configured on the BlackPearl system 
specified in Step 3.

5. Enter the name of a Bucket associated with the user specified in Step 4. 
Make sure that this bucket has the desired data placement and 
Advanced Bucket Management (ABM) policy. See the BlackPearl 
Converged Storage System User Guide for more information. 
Note: The bucket must already exist on the BlackPearl system.

6. Click Submit.

Installing on Multiple Servers

If you are installing the Spectra RioBroker application and PFR on separate 
servers, complete the additional steps outlined below. 
1. All file locations created during the PFR and Spectra RioBroker 

installations need to be shared and accessible by both servers. To share 
a folder between servers:
a. Start Windows Explorer.
b. Right-click the folder that you want to share and then select Sharing 

and Security.
c. On the Sharing tab, select Share this folder. Windows automatically 

uses the name of the folder as the share name (if there is not already 
another share that uses the name on the computer). You can change 
the share name if you want to use a different name.

d. Click Permissions.
e. In the Permissions for Folder Name dialog box, click Add.
f. In the Select Users or Groups dialog box, type the names of the users 

or groups that you want to add to the shared folder, and then click 
OK.

g. To grant or remove a user or group permission for the shared folder, 
click the user or group in the Group or user names dialog box, and 
then select or clear the Allow or Deny check box next to the 
permission that you want to grant or deny.

h. In the Group or user names list, select Everyone, and then click 
Remove.

i. Click OK.
2. Media should be stored in a location that is accessible by both servers. 

Follow the steps above to ensure that the folder is shared to both 
Spectra RioBroker and PFR servers.

3. The user logged into the Spectra RioBroker Service needs to have 
administrator permission on the Spectra RioBroker server as well as the 
PFR server.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test Setup
TESTING THE INSTALLATION

To test the PFR installation, you need to download Postman. Postman is a 
generic restful client with a free version available for Windows OS and 
macOS. Postman is used for sending commands through the Spectra 
RioBroker application. 
Postman can be downloaded from https://www.getpostman.com/
downloads/. 

Test Setup

1. Start Postman. The main screen displays.

Figure 19 The Postman main screen.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test Setup
2. Navigate to File > Settings. The settings screen displays.

3. Turn off SSL certificate verification and close the Settings dialog box.
4. If necessary, on the main screen select the Body tab. Verify that raw and 

JSON (application/json) are selected. See Figure 19.
5. Use the following steps to obtain an authorization token. 

Authorizationtokens expire in one hour, but can be generated as often 
as needed during testing.

a. If necessary, select POST from the drop-down menu next to the 
Request URL field.

b. Enter the command https://localhost:5050/api/tokens in 
the Request URL field.

c. In the Body area, enter:
{ 

"username":"spectra", 
"password":"spectra"

}

Figure 20 The Postman Settings screen

Figure 21 Request an authorization token using Postman.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test with a Small Text File
d. Click Send. The response displays in the response pane. Copy the 
token.

e. In the workspace, select the Authorization tab. 

f. Very that Type is set to Bearer Token and paste the token in the 
Token field.

Note: Each new tab in Postman needs to have the token pasted into the 
authorization field. 

Test with a Small Text File

1. Create a small text file to use for testing.

Figure 22 The response from the token request.

Figure 23 Enter the token.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test with a Small Text File
2. Use the following steps to archive the small text file to the BlackPearl 
system using the Spectra RioBroker application. 
Note: The following example uses a file named Testing1.txt located on 

the desktop.

a. If necessary, select POST from the drop-down menu next to the 
Request URL field.

b. Enter the command https://localhost:5050/api/brokers/
{brokername}/archive in the Request URL field. Use the broker 
name configured in Step 2 on page 20.

c. In the Body area, enter:
{ 

"files": [ 
{ 

"name":"[file name]",
"uri":"[full file uri]"

} 
]

}

Figure 24 An archive request example.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test with a Small Text File
d. Click Send. The response displays in the response pane. 

3. Check that a file was successfully archived using either the Spectra 
RioBroker user interface or Postman. 
 Using the Spectra RioBroker user interface, select Job Status in the 

taskbar, and then select the Completed Jobs tab. If the archive was 
successful, you will see it listed on this page. If the job is not listed 
there, then select the Failed Jobs tab. Select a failed job to see 
additional information about why the job failed. Using Postman, 
a. Select GET from the drop-down menu next to the Request URL 

field.
b. Enter the command https://localhost:5050/api/jobs/

{jobId} in the Request URL field. For jobId, use the ID from the 
archive request response.

c. Click Send. The response will list the Job ID, creation date, last 
updated date, and the status of the job.

4. Use the following steps to restore the small text file.
a. If necessary, select POST from the drop-down menu next to the 

Request URL field.
b. Enter the command https://localhost:5050/api/brokers/

{brokername}/restore in the Request URL field. Use the broker 
name configured in Step 2 on page 20.

Figure 25 The response from the archive request.
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Testing the Installation Test with PFR
c. In the Body area, enter:
{ 

"files": [ 
{ 

"name":"[file name]",
"uri":"[full file uri]"

} 
]

}

The file URI needs to be directed to a different location than from 
the files original location. It is a best practice to create a separate 
restore folder.

d. Click Send. The response displays in the response pane. 

Test with PFR

1. To test PFR, identify a media file to use for testing. You will need to 
know if the media file has a Drop Frame Rate (29.97 FPS) or a Non-
Drop Frame Rate (25 FPS). This will change how the restore is 
processed.

2. Use the following steps to archive the media file to the BlackPearl 
system using the Spectra RioBroker application and PFR. The following 
example uses a file named MAAAAA60SE2.mxf .

a. If necessary, select POST from the drop-down menu next to the 
Request URL field.

b. Enter the command https://localhost:5050/api/brokers/
{brokername}/archive in the Request URL field. Use the broker 
name configured in Step 2 on page 20.

Figure 26 An archive request example.
August 2019 RioBroker Partial File Restore Plugin Installation and User Guide
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Testing the Installation Test with PFR
c. In the Body area, enter:
{ 

"files": [ 
{ 

"name":"[file name]",
"uri":"[full file uri]" 
"indexMedia": true

} 
]

}

d. Click Send. The response displays in the response pane. 
3. Check that a file was successfully archived using either the Spectra 

RioBroker user interface or Postman. 
 Using the Spectra RioBroker user interface, select Job Status in the 

taskbar, and then select the Completed Jobs tab. If the archive was 
successful, you will see it listed on this page. If the job is not listed 
there, then select the Failed Jobs tab. Select a failed job to see 
additional information about why the job failed. Using Postman, 
a. Select GET from the drop-down menu next to the Request URL 

field.
b. Enter the command https://localhost:5050/api/jobs/

{jobId} in the Request URL field. For jobId, use the ID from the 
archive request response.

c. Click Send. The response will list the Job ID, creation date, last 
updated date, and the status of the job.

4. Use the following steps to restore the media file.
Notes:    When restoring a media file with PFR, the time code range 

for the restore needs to be specified (see example on page 29).
 When attempting to restore a media file with a Drop Frame 

Rate (29.97 FPS) you need to use the ";" character in the time 
code range line to specify the frame number.

 When attempting to restore a media file with Non-Drop 
Frame Rate (25 FPS) use the ":" character in the time code 
range line. 
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Testing the Installation Test with PFR
The file in the first example below is a Drop Frame Rate media file. The 
second example is a Non-Drop Frame Rate media file.
 Drop Frame Rate example:

a. If necessary, select POST from the drop-down menu next to the 
Request URL field.

b. Enter the command https://localhost:5050/api/brokers/
{brokername}/restore in the Request URL field. Use the broker 
name configured in Step 2 on page 20.

c. In the Body area, enter:
{ 

"files": [ 
{ 

"name":"[file name]",
"uri":"[full file uri]"
"timeCodeRange":"[Begining Time];[frame number]- 

[Ending Time];[frame number]"
} 

]
}

The file URI needs to be directed to a different location than from 
the files original location. It is a best practice to create a separate 
restore folder.

d. Click Send. The response displays in the response pane. 

Figure 27 Restoring a Drop Frame Rate media file.
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Testing the Installation Performance Test
 Non-Drop Frame Rate example:

a. If necessary, select POST from the drop-down menu next to the 
Request URL field.

b. Enter the command https://localhost:5050/api/brokers/
{brokername}/restore in the Request URL field. Use the broker 
name configured in Step 2 on page 20.

c. In the Body area, enter:
{ 

"files": [ 
{ 

"name":"[file name]",
"uri":"[full file uri]"
"timeCodeRange":"[Begining Time]:[frame number]- 

[Ending Time]:[frame number]"
} 

]
}

The file URI needs to be directed to a different location than from 
the files original location. It is a best practice to create a separate 
restore folder.

d. Click Send. The response displays in the response pane. 
5. Delete all temporary files and directories used for testing.

Performance Test

If desired, run the performance test detailed in the Spectra RioBroker 
Application User Guide. 

Figure 28 Restoring a Non-Drop Frame Rate media file.
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CHAPTER 3
Use the Spectra RioBroker 
Partial File Restore Plugin

This chapter describes how to use the Spectra RioBroker Partial File 
Restore plugin. 

INDEX AND RESTORE FILES

Indexing, determining the byte offset for a partial file restore, and 
processing a partial file restore are accomplished through API calls to the 
PFR services. These are handled automatically by the plugin. See System 
Components and Workflow on page 5 for a description of the workflow.

Topic
Index and Restore Files page 31
Troubleshoot PFR Issues page 32

Other Issues page 33
Submit a Support Ticket page 33
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Troubleshoot PFR Issues
TROUBLESHOOT PFR ISSUES

If the PFR plugin is not indexing or restoring files as expected, open the 
Services screen and for each of the following services, confirm that the 
service is configured to Log On As ‘Administrator’ and that the service is 
running.
 BlackPearl PFR Index Service
 Marquis Log Service
 Medway Engine Server
 MedwaySync

 If ‘Log On As’ is not ‘Administrator’, do the following:
a. Right click the service and select Properties. The Service 

Properties screen displays. Select the Log On tab.

Figure 29 The Services screen.

Figure 30 The Service Properties screen.
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Submit a Support Ticket Other Issues
b. Select This account and enter \Administrator. 
c. Enter and confirm the password and click OK.

 If the service is not running, select the service and click Start the service 
in the upper left corner of the Services screen.

Repeat these steps for each additional service listed.

Other Issues

Use the following resources to troubleshoot other issues:
 The BlackPearl Archive Solution Frequently Asked Questions, 

Troubleshooting & Maintenance Guide.
 The “Library Troubleshooting” chapter of your Tape Library User Guide. 
 The “Troubleshooting and Support” chapter of the BlackPearl User 

Guide.
 The Spectra BlackPearl Network Setup Tips.

SUBMIT A SUPPORT TICKET

If you need additional assistance, use the following instructions to gather 
log sets and open a support ticket.
1. Log in to the tape library as described in your Tape Library User Guide.
2. Collect an ASL from the tape library as described in the “Configuring 

and Using AutoSupport” chapter in your Tape Library User Guide. Save 
the ASL file to a USB device, or email it to yourself.

3. Log into the BlackPearl user interface as described in the BlackPearl User 
Guide.

4. From the menu bar, select Support > Logs. The Logs screen displays.
5. Select Action > New Log Set to generate a log set for use in general 

troubleshooting. 
6. Select the log set you just generated, and then select Action > 

Download. The log set begins downloading to your host computer.
7. Locate the PFR system log on the Windows server in  

C:\Program Files (x86)\BlackPearl\Logs.
8. Submit a support incident using the Spectra Logic Technical Support 

portal as described in “Opening a Support Ticket” in the BlackPearl User 
Guide. Include the library ASL, the BlackPearl logs, and the PFR system 
log.
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